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Stateful Inspection Firewall

- Layer 8 {(User - [dentity) Firewall

- Multiple Securily Zones

- Access Control Criteria (ACC) : User-ldentity, Source and
Destination Zone, MAC and IP address, Service

- UTM policies - IPS, Web Filtering, Application Filtering, Anti-
wvirus, Anli-spam and Bandwidlh Managermenl

- Application (Layer T} Control and Visibility

- Access Scheduling

- Palicy based Source and Destination MAT

- H.323, SIP NAT Traversal

- BOZ, 19 VLAN Support

- Dos and DDoS allack prevention

- MAC and IP-MAC filtering and Spoof prevention

Gateway Anti-Virus & Anti-Spyware

- Wirus, Worm, Trojan Detection and Remaoval

- Spyware, Malware, Phishing protection

- Automatic virus signature database update

- Seans HTTE HTTPS, FTR SMTE POP3, IMAE IM, VPN Tunnels
- Customize individual user scanning

- Self Senace Quarantine area

- Scan and deliver by file size

- Block by file types

- Add disclaimer/signature

Gateway Anti-Spam

- Inbound/Gulkound Scanning

- Real-time Blacklist (RBLY, MIME header check

- Filler based on message header, size, sender, recipient
- Subject line tagging

- Redirect spam mails 1o dedicaled email address
- Image-sparm filtering using RPD Technology

- Zero hour Virus Qulbreak Prolection

- Self Senice Quarantine area

- IP address Black listWhite lisl

- Sparm Notification through Digest

- IP Repulation-based Spam fillering

Intrusion Prevention System

- Signatures: Default (4500+], Custom

- IPS Policies: Multiple, Custom

- User-based palicy creation

- Automatic real-time updates from CRProtect networks

- Protocaol Anomaly Detection

- DDoS attack prevention

- SCADA-aware 1PS with pre-defined category for ICS and
SCADA signatures

Web Filtering

- Inbuilt Weh Category Database

- URL, keyword, File type block

- Web Categories: Default(89+ ), Custom

- Protocols supported: HTTE HTTPS

- Block Malware, Phishing, Fhaming URLs

- Category-based Bandwidth allocation and priontization
- Block Java Applets, Cookies, Active X

- CIPA Cormpliant

- Data leakage control via HTTRE HTTRS upload
- Schedule-based access control

- Custom block messages per category

Application Filtering
- Inbuilt Application Category Database
- 2,000+ Applications Supporled
- Schedule-hased access control
- Block
- P2P applications e.g. Skype
- Anonymous prozies e.g. Ulira surl
- Layer 7 (#.ppﬂcanonsn & L"uer 8 (User - Identity) Visibility
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- Sequring SCADA Metworks
- SCADAICS Signature-based Filtering for Protocols - Madbus,
DNP3, |EC, Bacnet, Omran FINS, Secure DNP3, Langtalk
- Control various Commands and Functions

Web Application Firewall

- Positive Protection model

- Unigue "Intuitive Website Flow Detector’ technology
Protection against SQL Injections, Cross-site Scripting (XSS,
Session Hijacking, URL Tampering, Cookie Poisoning etc.

- Support for HTTP 0.9/1.0/1.1

- Extensive Logeging and Reporting

- Back-end senvers supported: 3 to 200 servers

Virtual Private Network

- IPSec, LZTR PFTP

- Encryplon - 3DES, DES, AES, Twolish, Blowfish, Serpent
- Hash Algorithms - MDS, SHA-1

- Authentication: Preshared key, Digilal cerlilicales
- IPSec NAT Traversal

- Dead peer delection and PFS supporl

- Diffie Hellman Groups - 1,2,5.14,15,16

- External Certilicale Authorily support

- Export Road Warrior connection configuration

- Domain name support for wnnel end points

- WPM connection redundancy

- Overlapping MNelwork support

- Hub & Spoke VPN support

SS5L VPN

- TCP & UDP Tunneling

- Authentication - Active Directory, LDAR RADIUS, Cyberoam (Local)

- Multi-layered Client Authentication - Certificate,
Username/Password

- User & Group palicy enforcement

- Melwork access - Split and Full lunneling

- Browser-based (Portal) Access - Clientless access

- Lightweight S5L VPN Tunneling Client

- Granular access control to all the enterprise network resources

- Administralive controls - Session lmeoul, Dead Peer Delection,
Partal customization

- TCP-based Applicalion Access - HTTR HTTPS, RDE TELMET, S5H

Bandwidth Management

- Application and User [denlly based Bandwidlh Managemenl
- Category-based Bandwidth restriction

- Guaranteed & Burslable bandwidlh palicy

- Application & User ldentity hased Traffic Discovery

- Wulti WAN bandwidlh reporling

User Identity-based and Group-based Controls
- Access time restriction

Tirne and Data Quota restriction, P2P and IM Controls
- Schedule-based Committed and Burstable Bandwidth

Networking

- Automated Failover/Failback, MultiAWaAN

- WRR based Load balancing

- Policy routing based on Application and User

IP Address Assignment - Static, PPPoE, LZTR PPTP & DDNS Client,

Proxy ARF, DHCP senver, DHCP relay
- Supports HTTP F‘mxj Parent Proxy with FQDN
- Dynamic Routing: RIF v1& v2, OSPF, BGR Multicast Forwarding

High Availability’
- Active-Active
Active-Passive with state synchronization
- Stateful Failover
- Alerts on Appliance Status change

Tech Sheet

Administration and System Management
- Weh-basad configuration wizard

- Role-based Access control

- Firmware Upgrades via Web Ul

- Web 2.0 compliant UL {HTTPS)

- Ul Color Styler

- Command line inlerface (Senal, S58H, Telnel}

- SNMP v, w2, v3)

- Mulb-lingual support: Chinese, Hindi, French, Korean
- Cyheroam Central Console (Optional

- MTE Support

User Authentication

- Inlernal dalabase

- Active Directory Integration

- Aulomatic Windows Single Sign On

- External LDAR/RADIUS database Integration

- Thin Clienl supporl - Microsofll Windows Server 2003 Terminal
Senvices and Citrix Xendpp

- REA SecurdD supporl

- External Authentication - Users and Administrators

- User™AC Binding

- Multiple Authentication senvers

Lagging and Monitoring

- Graphical real-time and historical Manitoring

- Email notificalion of reporls, viruses and allacks

- Syslog support

- Log Viewer - IPS, Web filter, Anti-Virus, Anl-Spam, Authenlicalion,
Systern and Admin Events

On-Appliance Cyberoam - iView Reporting ,.""w...,"\w..
- Integrated Web-based Reporting tool -
Cyberoam-iview

- 1,200+ drilldown reports.

- 45+ Compliance reporls

- Historical and Real-time reports

- Multiple Dashboards

- Username, Host, Email ID specific Monitoring Dashboard

- Reports - Securily, Spam, Yires, Traffic, Policy violations, VPN,
Search Engine keywords

- Mulli-formal reports - labular, graphical

- Exportable formats - PDF, Excel

- Automated Reporl Scheduling

IPSec VPN Client’

- Inter-operability with major IPSec VPN Galeways

- Supported platforms: Windows 2000, WinXP 32/64-bit, Windows
2003 32-kil, Windows 2008 32/64-bit, Windows Visla 32/64-
bit, Windows 7 RC1 32/64-hit, Windows 8 RC1 32/64-hit

- Import Connection confliguralion

Instant Messaging (IM} Management
- Yahoo and Windows Live Messanger
- Virus Scanning for IM traffic
- AllowyBlock: Login, File Transfer, Wehcam, One-to-one/group Chat
- Content-based blocking
- IM activities Log
Archive files transterred
- Custorm Alerts

Certification

- Common Criteria - EALS +

- 1C5A Firewall - Comporate

- Checkmark Certification

- WPNC - Basic and AES interoperability
- IPvE Ready Gold Logo
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CRiV-1C CRiV-2C CRiV-4C CRiV-8C CRiV-12C

Technical Specifications
Hypervisor Supporl Whware ESX/ESK 4.0/4.1/5.0, ViMware Warkstation 7.0/8.0/9.0, ViMware Player 4.0/5.0, Microsoft HyperV 2008/2012
wIPU Suppaort (Min / Max) 141 142 1/4 1/8 1/12
Metwark Interface Support (Min / Max") 3/10 3/10 3510 3/10 3/10
Memory Support (Min / Wax) 1GB/4GB 1GB/4GE 1GB/4GE 1GB/1GB 1 GB/1GB
System Performance*
Firewall Throughput (LDP) (Mbps) 1,500 3,000 3,500 4,000 4,000
Firewall Throughput (1CF) {Mbps) 1,200 2,500 3,000 3,500 4,000
New sessionsisecond 25,000 30,000 40,000 50,000 &0,000
Concurrenl sessions 230,000 525,000 1,200,000 1,500,000 1,750,000
IPSec VPN Throughput (Mips) 200 250 300 350 400
No. of IPSec Tunnels 200 1,000 1,500 2,000 2.500
S5L VPN Throughput (Mbps) 300 400 550 550 750
WAF Protected Throughput (Mbps) 300 500 800 1,400 1,550
Antivirus Throughpul (Mbps) 800 1,500 2,000 2,200 2,450
IPE Throvghput (Meps) 450 750 1,200 1,800 1,800
Fully Protected Throughput™ (Mbps) 250 450 1,000 1,400 1.550
Authenticated Usars/Modas Unlimited Unlimited Urlirmited Unlimited Unlimited

Virtual Data Center MSSP/ Enterprise Security-in-a-box

-
Customer/BO n
—

Customer/BO 2

—

Customer/BO 1

B o=

B0 = Branch office

Office-in-a-box

. Cyberoam
virtual security

Get a 30-day FREE Evaluation of Cyberoam virtual security appliance.
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Feature Specifications

Logs

- Real-time logs

- Archived logs

- Aucit logs

- Log storage (Backun/restors)

Reports

- 1000 1 arilldown Reports

- Histarizal Reports

- Complance Reports - HIPPA, SOX, FISMA, GLBA. PCI

- User and Group based Reports - Web, Emal, IM, FTR
Application

- Internet Usage Reparts - Data Transter, Surfing Time

- Securty Reports - Firewal, Attacks, Spam, Virus,
Blocked Allempls

- Remote Access Reports - VPN, SSL VPN

- Search Enging Reports - Google, Yakoo, Bing. Wik pedia,
Rad ff, eBay

- Trend Reports

- Search Reporls

Hardware Specifications

Interfaces

Ethernet Parts (GhE)
Console Ports

SB Ports

Murnbizr of Hard Drives
Tola! Available Slorage
RAID Storage Managemeant
RAM [GE)

Performance

Events per Second (EPS)
[Devices suppaorted (Max)
Dimensions

Hx W x D {inches)

Hx W= D {oms)

Weight

Power

Input Voltage

Consumption

Tota Heat Dissipation (BTU)
Environmental
Operating Temperalure
Storage Temperature
Relative Humidity {Nan condensing}

L

&a,000 70,300 acooa

nethio
s-ns

Tech Sheet

bias-ns @ UDP:2235 @ nethios-dgm
P:40184 @ ICMP:1 @ Others

cation Hits Percent
0s-ns 268493 36.31 %
18235 165400 22371 %
os-dgm 50803 6.87 %
ANt a4 74774 390

- Muti-farmat reports - tabular, graphical

- Exportable formats - PDF, Excal

- Email Alerts/automated Report Scheduling

Administration

- Web based Managemant Consols

- Role-based administration

- Mutipe Dashboards - Resource, Device, Usear, Host, Emall Address

- Automatic Device Detection

- Device Grauping
- devica ype
- device models

- Bookmark Management
- Customized Report Views

- [Data Retention

Operating Environment

- Hardened Linux O3

CR-iVU25

4
1 {RJ45)

3

2 {500GB each)
500GB

RAID 1

1.72%10.83 x 17.32
4.4 x27.5x 44

CR-iVU100

4
1 (0BG}

Lual

8 (500GE each)
3.51B

RAID 5

4

500
100

3.46 % 16.7 x 20.9
8.8x424x53.1

3,78kg, &.351bs 16 kg, 36lbs

100-240 VAC 100-240 VAC

BEW 265W

175 425

510 40°C 510 40°C

20t070°C 2010 70°C

20 to 70% 20 to 70%
Loi JlS  gle 25 pis 035

hitp
(]
——
Application Hits F
fiftp 43036 |
HTTP-Prony 4

Supported Web Browsers
- Microsoft Internat Explorer 6.0+
- Mozilla Firelox 2.0+ (Bost view)
- Google Chrome

Supported Network and Security
Devices

- Custom/Propristary devices including UTMs
- Prosy Firowalls

- Access Gateway

- Srmart Wireless Router

- Web Server

- Endpeinl Securily Solution

- Syslog-compatble devices

CR-iVU200

4
1 (0B

Dual

8 (1TB =ach)
TR

RAID 5

4

1000
200

346x 167 %208
8.8x42.4 %531
16 kg, 36l0s

100-240 VAC
265\
425

510 40°C
20t070°C
20 to T0%
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Unl[led Threat Management

NG Series NGFW Appliances : 500iNG-XE T50iNG-XB 1000iNG-XR

1500ING-KP, 2500iNG-XP

[~ VPN

Stateful Inspection Firewall

- Layer 8 (User - ldentity) Firewall

- Multiple Security Zones

- Access Control Criteria {ACC) : User-ldentity, Source and
Destination Zone, MAC and IP address, Serice

- Security policies - IPS, Web Filtering, Application Filtering, Anti-
wirus, Anti-spam and Bandwidth Management

- Application (Layer 7) Contrel and Visibility

- Access Scheduling

- Policy based Source and Destination NAT

- H.323, SIP NAT Traversal

- 802.1q VLAN Support

- DoS and DOOS attack prevention

- MAC and IP-MAC filtering and Spoof prevention

Application Filtering
- Inbuilt Application Category Datahbasa
- 2,0004 Applications Supported
- Schedule-based access control
- Block
- Prowgy and Tunnel
- File Transfler
- Social Networking
- Streaming Media
- Layer 7 {Applications) & Layer 8 (User - Identity) Visibility
- Securing SCADA Melwoarks
- SCADAACS Signature-based Filtering for Protocols
Modbus, DNP3, IEC, Bacnet, Omron FINS, Secure DNP3,
Langtalk
- Control various Commands and Functions

Intrusion Prevention System (IPS)

- Signatures: Default {4500+ ), Custom

- IPS Policies: Multiple, Custom

- User-hased policy creation

- Automatic real-time updates from CRProtect networks

- Protacol Ancmaly Detection

- DDoS attack prevention

- SCADA-aware IPS with pre-defined category for ICS and SCADA
aignatures

User ldentity-based and Group-based Controls
- Access time reslriclion

- Time and Data Quota restrction, P2P and IM Controls

- Sehedule-based Commilled and Burslable Bandwidth

Administration and System Management
- Web-based configuration wizard

- Role-hased Access control

- Firrmweare Upgrades via Web U

- Web 2.0 compliant Ul HTTPS)

- Ul Coler Styler

- Command line interface (Senal, 55H, Telnet)

- SNMP (vl v2,43)

- Multi-lingual support: English, Chinesa, Hindi, French, Japanese
- Cyberoam Central Console {Oplional)

- NTF Support

User Authentication

- Internal database

- Active Directory Integration

- Automatic Windows Single Sign On

- External LDAP/RADIUS database Integration

- Thin Client support - Microsoft Windows Senver 2003 Terminal
Senvices and Cilrix Xenfpp

- RSA SecurlD support

- Exlernal Authentication - Users and Administralors

- UseryMAC Binding

- Mulliple Authentication servers

J Future-ready
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Logging and Monitoring Web Application Firewall
- Graphical real-time and histarcal Monitoring - Positive Protection model
- Email notification of reports, viruses and attacks - Unigue "Intuitive Website Flow Detector” technology
- Syslog support - Protection against SQL Injections, Cross-site Scripting (X55),
- Log Viewer - IPS, Web filter, WAR, Anti-Vinus, Anti-Spam, Session Hijacking, URL Tampering, Cookie Poisoning eto.
Authentication, System and Admin Events - Support for HTTP ©.9/1.0/1.1
- Back-end servers supported: 5 to 200 seners
On-Appliance Cyberoam - iView Reporting .""-""\t T,
- Integrated Web-based Reporting tool - / Gateway Anti-Virus & Anti-Spyware
Cyberoarm-iview : - Virus, Warm, Trojan Detection and Removal
- 1,200+ drilldown reports - Spywara, Malware, Phishing pratection
- 45+ Compliance reports - Automatic wrus signature database update
- Historical and Real-time reports - Scans HTTR HTTRS, FTRE SMTE POR3, IMAR IM, VPN Tunnels
- Multiple Dashboards - Custormize indradual user scanning
- Usemame, Host, Email ID specific Monitoring Dashboard - Self Service Quarantine area
- Reports - Security, Spam, Virus, Traffic, VPN, Search Engine - Soan and deliver by file size
kenwiordls - Block by file types
- Multi-format reports - tabular, graphical - Add disclaimersignature
- Exportable formats - PDF, Excel
- Autornated Report Scheduling Gateway Anti-Spam
2 3 - Inbound Scanning
Virtual Private Network - Qulbound Scanning
- IPSec, LITR PPTP - Real-time Blacklist (RBL), MIME header check
- Encryption - 3DES, DES, AES, Twofish, Blowfish, Serpent - Filler based on message header, size, sender, recipient
Hash Algorithms - MDS, SHA-1 - Subject line tagging
- Authentication: Preshared key, Digital certificales - Redirecl spam mails Lo dedicaled email address
- IPSec NAT Traversal - Image-spam filtering using RPD Technology
- Dead peer detection and PFS support - Zero hour Virus Outbreak Prolection
- Diffie Hellman Groups - 1,.2.5,14,15,16 - Belf Service Quarantine arca
- External Certificate Authorty support - IP address Black lislWhile list
- Export Road Warior connection configuration - Spam Maotification through Digest
- Domain name support for tunnel end points - IP Reputation-based Spam fillering
- ¥PM connection redundancy
- Overapping Metwork suppart Wireless WAN

- Hub & Spoke VPN support - USE porl 3G/4G and WilMax Support

- Primany WARN fink

S5S5L VPN s A

- TCP & UDP Tunneling chup link

- Authentication - Active Directory, LDAR RADIUS, Cyberoam (Local) 5
Multi-layered Client Authentication - Certificate, Networking

- Automated FailloverFailback, Mullb-WAan
2 5 - WRR based Load halancing
i EZ?{\;;E;%%ES?II%pﬁtngjr:Eequannelin ” - Policy routing based an Application and User
: - IP Address Assignment - Static, PPPoE, L2ZTR PPTP & DDNS
% Bibwser: hased (Poftall. Aagess ~ Clicniless, access Client, Proxy ARP DHCP server, DHCP relay
- Lightweight SSL VPN Tunneling Client - Supports HTTP Proxy, Parent Praoxy with FQDN

- Granular access control to all the enterprise network resources i i : e Jard
- Administrative controls - Session timeout, Dead Peer Detection, Dynaric Reuting, RIbvAL7, 8RR BEE Multicast Fanwarding

Portal customization

Username/Password

- TCP-based Applicalion Access - HTTR HTTPS, RDR TELNET, SSH High Availability
- Active-Active
Web Filtering - Active-Passive with state synchronization
- Inbuilt Web Category Database - Stateful Failover )
- URL, keyword, File type biock - Alerts on Appliance Status change
- Web Categories: DefaultiZ24), Custom . 5
- Protocols supported: HTTR HTTPS IPSec VPN Client’
- Block Malware, Phishing, Pharming URLs - Inter-operability with major IPSec VPN Gatewsays
- Category-based Bandwidth allocation and priontization - Supported platforms: Windows 2000, WinsP 232/64-bit, Windows
- Block Java Applets, Cookies, Active X 2003 32-pit, Windows 2008 32/64-bit, Windows Vista 32/64-
- CIPA Compliant bit, Windows 7 RC1 32/64-bit, Windows & RC1 32/64-bit
- Data leakage control via HTTR HTTPS upload - Import Connection configuration
- Schedule-based access control
- Custom block messages per calegory Certification
- Common Criteria - EALS 1
Bandwidth Management - IGSA Firewall - Corporate
- Application and User dentity based Bandwidth Management - Checkmark Certification
- Categony-based Bandwidth restriction - WPNC - Basic and AES intercperability
- Guaranteed & Burstable bandwidth policy - IPv& Ready Gold Logo

- Application & User ldentity based Traffic Discovery
- Multi WAN bandwidth reporting

“Additional Purchase Reguired
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NG Future-ready

Specifications 500iNG-XP 750iNG-XP 1000iNG-XP  1500iNG-XP  2500iNG-XP
Interfaces

Coppar GhE Ports (Fixad) 8 8 10 10 10

FlaXi Ports Module ifor XP Appliancas)

{1 GhE Copper ¢ 1 GLE SFF / 10} GhE SFF) 8/8/4 8/8/74 8/8/4 8/8/4 B/8/4
Console Ports (RJ45) 1 1 1 | 1

USE Forls 2 2 o 2 2
Hardware Bypass Scgments 2 2

Configurable Internal/DMZANAN Parts Yas Yes ‘Yas Yes Yes
System Performance

Firewall Throughpul (UBP) {Miops) 18,000 22,000 27,500 32,000 60,000
Firewal Throughpul (TCP) (Mbps) 16,000 18,000 22,500 26,000 36,000
New sossions/second 100,000 140,000 240,000 265,000 300,000
Concurrent sessions 2,500,000 3,000,000 5,500,000 7.500,000 10,000,000
IPSec VPN Throughput (Mbps) 1,500 2,250 3,000 4.500 9,000
Mo, of IPSec Tunnels 1.000 1,500 3,000 4,000 5,000
S5L VPN Throughput (Mbps) 660 750 8350 1,050 1,450
WAF Protected Throughput (Mbps) 1.500 1,750 2,000 2,300 2600
Anti-Virus Throughput (Mbps) 3.500 4,000 4,500 5,000 6,500

IPS Throughput (Mbps) 4500 6,500 10,500 12,500 16.000
MGFW Throughput (Mbps)™ 3,250 3.600 5,000 6.000 8,000
Fully Protected Throughput™ ™ 1,650 1,800 3,000 3.600 5,500
Authenticated Users/Noces Unlimited Unlimited Unlimited Unlirmited Unlirnited

Dimensions
Hs W [ (incheas)
H s W [ (ems)

1.7 % 17.44 X 18.75
4.4 % 443 X 47.62

1.7 x17.44 x 18.75
44X 443X 4762

3.54 % 17.52 x 23.23
9% 44.5x 59

3.54 x 17.52x23.28
I x44.5x% 59

3.54 % 17.52 x 23.23
Bx44.5x58

Appliance Weighl 51 kg, 11.24 Ibs 5.1 kg. 11.24 |bs 19 g, 41.8 Ibs 19 kg, 41.8 |bs 19 kg. 41.8 los
Power

Input Voltage 100-240 VAC 100-240 VAC A0-260 VAC 90-260 VAL 90-260 VAC
Consumption 208'W 208 W 258 W 268 W 258 W

Tolal Heal Dissipation (BTU) 345 345 881 881 881
Redundant Power Supply = Yag Yasg Yes Yes

lni]lﬁﬁl:hcﬁlliln!]g
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Uﬂlflcd Threat Management

NG Series UTM Appliances

NG Series : 15iNG, Z5iNGERE 35iNG, 50ING, 100ING, 200iNGXR 300INGXP

NG Wireless Series : 15wiNG, 25wiNG, 25wiNG-6F 35wiNG
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Stateful Inspection Firewall

- Layer 8 (User - ldentity) Firewall

- Multiple Security Zones

- Access Control Criteria (ACC) : User-ldentily, Source and
Destination Zone, MAC and IP addrass, Senvice

- UTh policies - IPS, Web Fillering, Application Fillering, Anbi-
virls, Anti-spam and Bandwidth Management

- Application (Layer 7) Conlrol and Visibility

- Access Scheduling

- Policy based Source and Destination NAT

- H.323, 5IP NAT Traversal

- 802 1g VLAN Support

- DaS and DDoS attack prevention

- MAC and IP-MAC fillering and Spool prevenlion

Gateway Anti-Virus & Anti-Spyware

- Virus, Worm, Trojan Detection and Rermoval

- Spyware, Malware, Phishing protection

- Automatic virus signature database update

- Scans HTTR HTTFS, FTR SMTR POF3, IMAR IM, VPN Tunnels
- Customize individual user scanning

- Sell Service Quarantine area

- Scan and deliver by file size

- Block by file types

- Add disclaimer/signature

Gateway Anti-Spam

- Inbaund Scanning

- Qutbound Scanning”

- Real-time Blacklist (REL), MIME header check

- Filter based on message header, size, sender, recipient
- Subject line tagging

- Redirect sparm mails to dedicated email address
- Image-spam filtering using RPD Technology

- Zero hour Virus Outbreak Protection

- Sell Service Quarantine area®

- IP address Black list\White ist

- Spam Motification through Digest™

- |P Reputation-based Spam filtering

Intrusion Prevention System

- Signaturas: Default {45004 ), Custom

- IPS Paolicies: Multiple, Custom

- User-hased policy creation

- Automatic real-time updates from CRProtect networks

- Protocol Ancmaly Detection

- DD0S attack prevention

- SCADA-aware IPS with pre-defined category for ICS and
SCADA signatures

Web Filtering

- Inbuilt Web Category Database

- URL, keyword, File type block

- Web Categories: Default(89+, Custom

- Protocols supported: HTTR HTTRS

- Block Malware, Phishing, Pharming URLs

- Category-based Bandwidth allocation and priaritization
- Block Java Applets, Cookies, Active X

- CIPA Compliant

- Data leakage control via HTTR HTTPS upload
- Schedule-based access control

- Custorn block messages per category

Application Filtering
- Inbuitt Application Category Database
- 2,000+ Applications Supported
- Schedule-based access control
- Block
- Proxy and Tunne|
- File Transfer
- Social Networking
- Streaming Media
- Layer 7 (Applications) & Layer 8 (User - ldentity} Visibility

- Securing SCADA Nelworks
- SCADAICS Signature-based Filtering for Protocols
- Modbus, DNF3, IEC, Bacnel, Omron FINS, Secure DNP3,
Longtalk
- Control various Commands and Functions

Web Application Firewall®

- Positive Protection model

- Unigue "Intuitive Website Flow Detector” technology

- Protection against SOL Injections, Cross-site Scripting (XSS},
Session Hijacking, URL Tampering, Cookie Poisoning etc.

- Suppaort for HTTP 0.8/1.0/1.1

- Back-end servers supportad: 5 to 200 servers

Virtual Private Network

- IPSec. L2TR PFTP

- Encryption - 3DES, DES, AES, Twofish, Blowfish, Serpent
- Hash Algorithms - MDS, SHA-1

- Authentication: Preshared key, Digital cerificates
- IPSec NAT Traversal

- Dead peer detection and PFS support

- Diffie Hellman Groups - 1,2,5,14 15 16

- External Certificate Authority support

- Exporl Road Warrior connection configuration

- Domain name suppart for tunnel end paints

- VPN connection redundancy

- Overapping Metwark support

- Huby & Spoke YPN supporl

SSL VPN

- TCP & UDP Tunneling

- Authentication - Active Directory, LDAR RADIUS, Cyberoam (Local}

- Mulli-layered Client Authenlication - Certificale,
Username/Password

- User & Group policy enforcement

- Metwork access - Split and Full tunneling

- Browser-based (Porlal) Access - Clienlless access

- Lightweignt S5L VPN Tunneling Client

- Granular access conlrol Lo all the enlerprise nelwork resources

- Administrative controls - Session timeout, Dead Peer Detection,
Porlal cuslomizalion

- TCP-based Application Access - HTTRE HTTPS, RDE TELNET, S5H

Instant Messaging (IM) Management

- Yahoo and Windows Live Messenger

- Virus Scanning for IM Lraffic

- AllowBlock: Login, File Transfer, Webcam, One-to-one/group Chat
- Conlenl-based blocking

- IM activitics Log

- Archive files transferrad

- Customn Alerts

Wireless WAN

- USB port 3G/4G and Wikdax Support
- Primary WAN link

- WAN Backup link

Bandwidth Management

- Application and User Identity based Bandwidth Management
- Category-based Bandwidth restriction

- Guaranteed & Burstable bandwidth policy

- Application & User ldentity based Traffic Discovery®

- Multi WAN bandwidth reporting

User Identity-based and Group-hased Controls
- Access time restriction

- Time and Dala Quola restiction, F2P and IM Conlrols

- Schedule-based Commitied and Burstable Bandwidth

Networking

- Automated Failover/Failback, MultiAWaM

- WRR based Load balancing

- Policy routing based on Application and User

- IP Address Assignment - Slalic, PPPoE, L2TP PFTP & DONS
Client, Proxy ARF DHCP server, DHCP relay

- Supporls HTTP Praxy, Parenl Proxy with FQDMN

- Dynamic Routing: RIP vi1& w2, OSPF, BGE Multicast Forwarding

High Availability’

- Active-Active

- Active-Passive with state synchronization
- Stateful Failover

- Alerts an Appliance Status changs

Administration and System Management
- Web-based configuration wizard

- Role-based Access control

- Firmware Upgrades via Web Ul

- Web 2.0 compliznt UL {HTTPS)

- Ul Color Styler

- Command line interface (Senal, 55H, Telnet}
-SNMP (v, w2, v3)

- Multi-lingual suppart: English, Chinese, Hindi, French, Korean
- Cyheroam Central Console (Optional

- MTP Suppart

User Authentication

- Inlernal dalabase

- Active Directory Integration

- Aulematic Windows Single Sign On

- External LDAR/RADIUS database Integration

- Trin Client supporl - Microsofl Windows Server 2003 Terminal
Services and Citrix Xendpp

- RSA SecurlD supporl

- External Authentication - Users and Administrators

- UserMAC Binding

- Multiple Authentication senvers

Logging and Monitoring

- Graphical real-time and historical Manitoring

- Email notificalion of reporls, viruses and allacks

- Syslog support

- Log Viewer - IPS, Web filler, WAF, Anti-Virus, Anli-Spam,
Authentication, Systerm and Admin Events

On-Appliance Cyberoam - iView Reporting” /.""m.w""\....
- Integrated Web-based Reporting tool -
Cybernam-iview

- 1,200 drilldown reports

- 45+ Compliance reports

- Historical and Real-time reports

- Multiple Dashboards

- Username, Host, Email ID specific Monitaring Dashboard

- Reports - Security, Spam, Virus, Traffic, Policy violations, VPN,
Search Engine keywaords

- Multi-format reports - tabular, graphical

- Exportable formats - PDF, Excel

- Automated Report Scheduling

IPSec VPN Client®

- Inter-operability with major IPSec VPN Gatewsays

- Supported platforms: Windows 2000, WinXP 32/64-bit, Windows
2003 32-pit, Windows 2008 32/64-bit, Windows Vista 32/64-
bit, Windows 7 RC1 32/64-bit, Windows 8 RC1 32/64-bit

- Impart Connection configuration

Certification

- Commaon Criteria - EALS+

- ICSA Firawall - Carporate

- Checkmark UTM Level 5 Certification
- WPNC - Basic and AES interoperability
- IPvB Ready Gold Logn

M Svailable 0 all the Models except CRISING & CRISWING
“Meldtional Purchase Requited
Mot supported in CRASING & WiF series of applisnces
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Specifications 15iNG 25iNG/6P 35IiNG 15wiNG 25wiNG/6P 35wiNG
Interfaces
Copper GhE Paorts 3 446 6 3 a6 g
Caonsole Ports {RJ45) 1 1 1 1 1 1
USB Porls ] 2 ! 2 & =
Hardware Bypass Segmants’ = - = = -
Configurable Internal/DMZANAN Porls ‘es Yes Yag fes fes fes
System Performance”
Firewall Throughput (UDP (Mbps) 1,000 1,500 2,300 1.000 1,500 2,300
Firewall Throughput (TCF) (Mops) 750 1,000 2,000 750 1,000 2,000
Mew sessions/seconc 3,500 5,000 12,000 3.500 5,000 12,000
Concurrent sessions 0,000 150,000 350,000 60,000 150,000 350,000
IPSec VPN Throughput {WMops) 110 210 250 110 210 250
Mo, of IPSec Tunnels 50 100 150 a0 100 150
S55L VPN Throughput (Misps) 50 75 100 a0 75 100
WAF Prolecled Throughpul (Mbps) -MA- 100 150 -MA- 100 150
Aptivirus Throughput (Mbps) 180 300 i 180 300 525
IPS Throughput (Mbps) 140 200 350 140 200 350
UTEA Threughput (Mibps) 20 110 210 80 110 210
Authenticated Users/Modes Unlimited Unlimited Unlimited Unlimited Unlimited Unlimited
Built-in Wireless LAN (oniy for wiNG serias)
Wireless Standards IEEE 802.11 a/bvg/n (WER WPA, WPA2, 802,111, TKIE AES, PSK)
Antenna Delachable 3x3 MIMO
Access Points Up to 8 bssid
Transmit Power (EIRF) 11n HT40 : —15dBm, 116 CCK: +15dBrm, 11g OFDM:+15dBm
Receiver Sensilivity x&% -B8dBrm at 300Mbps, -70dBm at 54Mbps, -88dBm at 6Mbps
Frecuancy Range 2412 GHz - 2472 GHz

5.200 GHz - 5.825 GHz
MNurmber of Seleclable Channals USA [FCC) - 11 channels, EU (ETSI) / Japan (TELEC) - 13 channels
[ata Rate 802.11n: up to 450Mbps, 802.110: 1, 2, 5,5, 11Mbps,
Dimensions 802.11g: 6, 9,12, 18, 24, 36. 48, 54Mbps
HxWx D (incheas) 1.7x6x91 1.7x6x81 17x6x8.1 1.7x6%x91 1.7x6x91 1.7x6x9.1
Ho W [ {oms) 44x153x23.2 44x153 %232 4.4x153x23.2 44x153%23.2 44x153x232 44x153x232
Appliance Weight 1.5 kg, 3.307 los 2.3 kg, 5.07 los 2.3 kg, 5.07 Ibs 1.5 kg, 3.307 Ibs 2.3 kg, 5.07 Ibs 2.3 kg, 5.07 Ibs
Power
Input Vollage 100-240VAC 100-240vAC 100-240VAC 100-2400WAC 100-240VAC 100-240VAC
Consumption 13.2W 33.5W A7.8W 13.2W 33.5W AT.BW
Total Heat Dissipation (BTL) 45 114 163 45 114 163
Specifications 50iNG 100iNG 200iNG/XP 300iNG/XP
Interfaces
Copper GhE Ports 8 8 10486 10/6
FlaXi Porls Module™ (Tor XP Appliances) - - B/8/4 a/8/4
{1 GbE Copper £ 1 GBE SFP /10 GbE SFF)
Console Ports (RJas) 1 1 1 1
IUSE Forts 2 2 2 2
Hardware Bypass Segments’ 2 2 2 2
Configurable InternaliDMZAVAN Ports Yes Yes Yes Yes
System Performance”
Firewall Throughput (UDP) (Mbps) 3,250 4,500 10,000 12,000
Firswal Throughput (TCP) (Mbps) 3,000 3.500 8,000 9500
Mew sassions/zecand 30,000 45,000 70,000 85,000
Concurrent sessions 1,000,000 1,250,000 1,500,000 2,000,000
IPSec VPN Throvghput (Mbps) 400 450 8O0 1,200
Mao. of IPSec Tunnels 200 250 300 400
S5L VPN Throughput (Mbps) 300 400 450 500
WAF Prolected Throughput iMbps) 450 700 1,000 1.250
Anti-virus Throughput (Mbps) 1,000 1,400 2,200 2,600
IPS Throughput (Mbps) 750 1,200 2,000 2,400
UTH Throughput (Mbps) 550 750 1,200 1,500
Authenticated Users/Nodes Unlimited Unlimited Unlimited Unlimited
Dimensions
HxWx D {inches) 1.7x146x17.3 17x146%17.3 1.7x17.3%x11.85 1.7%17.3%11.85
Hx'Wx D {oms) AAKIT2K M 4.4 X372 ¥ 44 4.4 % 43.9 % 301 4.4 % 43.9% 301
Appliance Weight Skg, 11.02 lbs kg, 11.02 Ibs 5.1 kg, 11.24 |bs 5.1kg, 11.24 bs
Power
Input Voltage 100-2400AC 100-2408AC 100-240VAC 100-2400AC
Consumption Qe AW 137w 137W
Total Heat Dissipation (BTU) 338 338 467 467

Lei 1S gles Sl 0g) 5
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Web Application Firewall Subscription
on Cyberoam UTM appliances
Protecting Web Applications from hackers
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Unified Threat M ment
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Cyberoam UTM with
WAF subscription
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Consequences:

* Website defacement

* Loss of revenue, brand, customers
* Failure to comply with PC| DS
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Web Application Firewall Server

Hacker

Cyberoam Web Application Firewall Protection against Web-based Application Attacks



How Cyberoam Web Application Firewall Works?

Database

Server ‘?—* B

Web & Applicaticn [
Gl Cybercam
Web Application Firewall

Get Get
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Cyberoam LT Fireseaanll

Cyternam LT Fircwall | Exterral user

| - Extermal user {TTR/1.0 200 0K |
HTTP/L.DOK
i Intuitive Website Flow Detector
1 HTTP Protocol Specification 2 - e e )
quest 15 egmmate an: eres to tl
m”"m:' 'o' ;1' 1"'“““' ipediicadon Intuitive Website Flow Detector's "self-
i ot learning” in the past, when such a
request was last made to the Web server,
<html>
<head>
. = <htmil=
<title>Home Page</title> <chead>
</head> <title=Page 2 < title>
<body= <fhead=>
<a I >Page 2<fa> <body=> .
<img > :Iam L >‘rliageJ<Ja>
</body=> </body>
</hitmi> </htmi=
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3-step validation process:

Canfarms Lo HTTP specification
Matches a user-defined policy ¥
Adheres to Intuitive Website
Flow Detector?

= 3 5
. Internet = W17 PIHTTF
N i o

External user

et fprobe.hun

[

Lyberoam UTM Firewal Extrerial user Cybargam LK Firewall

Fauterral user
13

Farbidden Forbldden

User-defined policies Code Red Attack (or any variant)

The server request was not found valid under
the Intuitive Website Flow Detector’s
knowledge from the past — the requested URL
eannot be the entry paint and it Is, hence,
blocked fram reaching the Wehb server and the
browser receives an HTTP 403 Forbidden
response code. No other information is exposed
as decided under the User Defined Policy.

‘Web server is thus protected from present/future
URL-based HTTP attacks.
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